WHY DO | NEED
COMPUTER UPDATES?

Are Windows updates necessary?
Applying updates every month is not
something system administrators look
forward to but they are necessary and
extremely important in the times we
live in.

Most updates each month include security updates.
Security issues are the worst possible type as they may be
£ exploited by malware or hackers. These types of situations
| 4 are regularly identified in various parts of Windows -
ActiveX, Internet Explorer and .Net Framework are just
examples.

Other updates address other bugs and issues in Windows. Even though they
are not responsible for security vulnerabilities, they might impact the stability
of your Operating System. Last, but not least, Windows Updates sometimes
come with new features, while patching some known issues - and the

best example for this is Internet Explorer or now Edge.

The code that makes up the Windows operating system contains security
loopholes, errors, incompatibilities, or outdated software elements. In short,
windows isn't perfect, we all know that. The latest Windows security patches
fix the vulnerabilities and errors in Windows and associated software, and they
occasionally add new features. This essentially summarizes why you should
regularly run a Windows Update.

CONSEQUENCES TO NOT INSTALLING
UPDATES

Potential consequences of not installing security
updates are damaged software, loss of data, or
identity theft. Every year, malware causes damage of
millions of dollars worldwide. The main reason

is that users don't install critical software or [r—
operating system updates, allowing malware to A—
exploit loopholes that exist in every software ever

developed.

Vulnerabilities can potentially be exploited within hours of them becoming
publicly known. So once a security update is available, you should plan to
install the fix to protect your system from malware attacks.

TESTING

Microsoft will test the latest updates prior to
release on the second Tuesday of each month.
Unfortunately, there are an infinite number of
hardware and software configurations that could
exist on a Windows computer. Testing all
possible computers systems would be almost
impossible.

When a Windows update causes a problem it's
likely due to a software or driver that has issues
with the update, not the update itself.

CONCLUSION

It is critical to install security updates to protect your systems from malicious
attacks. In the long run, it is also important to install software updates, not only
to access new features, but also to be on the safe side in terms of security loop
holes being discovered in outdated programs. And it is in your own best
interest to install all other updates, which may potentially cause your system to
become vulnerable to attack.

©Davichi




